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Each year, security firms discuss valuable lessons learned in the information security field from the year before 

as well as what they foresee happening in the future. One of the items they see that could potentially become a 

major issue is data extortion, also known as cyber extortion. 

As time has passed, cyber extortion has taken on multiple forms, all focused on encrypting data and holding it 

hostage, stealing data and threatening exposure, and denying access to data. At the core, fear plays a major part 

of any successful extortion scheme.  The increase in these types of threats has been due to the availability of 

digital currency such as Bitcoins. This makes it easy for a criminal to collect payment without being easily 

tracked. 

Many times, the extortionist 

threatens to disrupt a com-

pany’s website, preventing 

customers from accessing it 

or they warn they will re-

lease data that contains sen-

sitive information about the 

company's employees and/or 

customers unless they are 

paid off.  If the criminal fol-

lows through with their 

threats, it can have long-

lasting financial and reputa-

tional effects on a company. 

 

Authorities and experts have 

seen a major increase with 

these types of attacks and 

continue to sound the alarm, 

especially for the financial 

sector. However, while 

threats continue to evolve 

and cybercriminals employ 

new tactics, user awareness 

and partnerships with law 

enforcement and private 

organizations have provided 

great success in taking down 

the cybercriminals who com-

mit cyber extortion.  

Here are some steps to take to try to avoid becoming a victim: 

 Protect the most critical data. 

 Continually review business continuity plans to prepare for any 

disruption, and, if it does occur, know how to avoid excessive 

disruptions to the business. 

 Take the threat seriously, and have an incident response team 

to deal with any such attacks or threats. 

 Never give in to extortion attempts. 

Abiding by criminals’ demands provides you no guarantee that they will not 

attack now or in the future. Experts believe that giving into them gives the 

cybercriminals more motivation to continue with their threats against your 

company and others. 

Today, most companies realize that cybersecurity has become increasingly 

important for defending against persistent and evolving threats. Security is mul-

tilayer and will require an all-encompassing approach to ensure your company 

is prepared. 



 

Best Practices for Internet Security 

We all love having access to the Internet. We can stay connected to our family and friends, go shopping, and make travel arrangements; 

but we also need to pay close attention to protecting ourselves and our personal information. Experts project that by 2018, more than 

half of the world’s population will be on the Internet, along with a total of some 21 billion devices. Wow! That leaves the door open to 

many cyber criminals.  

If you are not concerned about the likelihood of such attacks, you should be. However, there are some basic security best practices 

you can employ to protect yourself. 

 Keep your software up to date - Hackers are constantly looking 

for vulnerabilities in software to penetrate. This is why it is extreme-

ly important to be diligent about applying the patches and updates 

that your software providers issue. 

2. Use strong passwords on everything- Using the same password 

for everything seems like a good idea in theory, but that is exactly 

what a hacker is banking on. Change your passwords often and make 

sure to not reuse previous passwords. 

3. Don’t over share- Social media is a great way to keep up with 

friends and family but sharing too much information over the Inter-

net can be problematic. What many don’t realize is that there are 

some companies that scan social media outlets to collect data on you 

that can possibly deliver malicious payloads to your devices. 

4. Don’t click on pop ups- Especially the pop ups that say your de-

vice has been infected with malware. It’s a scam! Clicking on a pop 

up may download malicious malware on your device that requires 

you to pay money to have the virus removed.  

We all need to take extra precautions while on line to avoid scams, viruses and other malicious attacks. The above are some of the 

best tips that can keep you safe while enjoying the Net! 

Think before you click! 


